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NJBE-NJIT VIRTUAL COMMUNICATIONS EXERCISE 12-13 DEC EMBER 2007

OVERVIEW

The New Jersey Business Force (NJBF) ) and the Mesey Institute of Technology (NJIT) conducted a
virtual, distributed statewide exercise to testilatée information and communication technologies
(ICTs) against the backdrop of a Category 3 hungcacenario. The scenario depicted a fast-moving
hurricane named Edouard making landfall along tbhesNersey seashore. In all, 21 companies, agencies
and universities from across the NY-NJ region pauéited. The purpose of the exercise was threefold:

» Experiment with existing NJBF ICTs in innovative yga

* Integrate additional ICTs framed within the Busimd@mergency Operations Center (BEOC)
activity theory/action research strategic plan

» Examine the potential challenges the Private Semtdr government can expect when a major
hurricane comes ashore in New Jersey

Mr. James Eberwine from the National Weather Serpiovided the setting by analyzing and reporting
on the fictitious storm Edouard. Although New Jgreas considerable experience with hyper-storms and
Nor'easters, many decades have passed since ibdastthe brunt of a major hurricane head-on. A
Category 3 hurricane making landfall along Cape MaAifantic, Burlington, Ocean, or Monmouth
County would undoubtedly damage, degrade and destritical infrastructure and, most probably,
disrupt existing communication infrastructure agstems for an extensive period.

During such incidents and emergencies, the PriSattor will self-generate information originatingr

its own domestic and international operations. déera BEOC becomes a communications node for
capturing and analyzing data and a conduit forrmédgion sharing with other organizations. When
activated, BEOCs become additional touch points alEhringhouses for private sector specific
information.

A BEOC also supports private sector liaisons agigo county and state emergency operations senter
From a government perspective, the Private Sester large, amorphous entity. Getting one’s “arms
around” the various business, non-profit and féilsed organizations is a daunting task. While this
challenge will persist for the foreseeable futtine, establishment of BEOCs will help with the pEsef
tapping Private Sector resources by emergency masagtime of need.

A Business Emergency Operations Center model pofotoncept was first demonstrated during
October's TOPOFF 4 Looking Glass exercise. LookBlgss underscored the importance of decision
making based on real-time information during “uniifar’ emergencies. The Public Sector must
negotiate in advance the protocols for engagindtineate Sector during Response and Recovery.oTo d
so after a catastrophe strikes, manmade or naisitab late.

A primary goal of the virtual exercise was to budld'network of networks" using multiple technology
platforms. Experimentation with "mash ups" of syséeand technologies can improve information
sharing between the Public and Private Sectorslead to a common operating picture. Previous
exercises run by the NJBF, other organizationsuartr the TOPOFF series have repeatedly emphasized
the Private Sector’'s (businesses, non-profits aitti-based institutions) need for timely, accuratel
actionable information to ensure continuity of auiEms during catastrophic events and, ultimately,
economic and societal recovery.
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PARTICIPANTS

* New Jersey Institute of Technology
* New Jersey Network

*  Monmouth University

* Wayne State University (Observers)
* National Weather Service

« NC4
¢ NJ Resources
e« CIT

* AIG — New York City

» Atlantic County Medical Coordination Center

» Cooper University Hospital — Regional Medical Capadion Center

e Somerset County Medical Coordination Center

» Burlington County Office of Emergency Management

* Hudson County Office of Emergency Management

* Ocean County Office of Emergency Management

*  Monmouth County Public Health

e Monmouth County Radio Amateur Civil Emergency See(RACES)

* Fort Monmouth

« USNORTHCOM - Interagency Coordination DirectoratPrivate Sector Integration, Domestic
Initiatives

 Armament Research, Development and Engineering e€Ce(ARDEC) Picatinny Arsenal
(Observers)

» Verizon (Technical Support)

INFORMATION TECHNOLOGIES

December’s virtual exercise employed multiple infation systems to communicate among sector
participants and between organizations. Adaptingilable information networks in different ways
ensured redundancy and connectivity among privattos entities and government agencies. Some
participants received information from more thame sgstem: alerts from the NC4 NJBF private channel,
two-way audio/visual conferencing over the Marrhteetwork, datacasting of recorded presentations
using the broadcast spectrum, and a prototype BssiEEmergency Operations Center Portal. RACES
(ham) operators using Automatic Position Recordibygstems (APRS) transmitted private sector
SITREPS (situation report) by radio E-mail to NORTJBIM and county public health departments
through voice messaging.

The NJBF NC4 private channel provided warnings apdates about the relentless approach of Edouard
through the posting of exercise injects. Orgaitorat without access to NC4 could monitor Edouard’s
march toward the Garden State by logging onto thsiriess Emergency Operations Center (BEOC)
portal at_http://dungey.com/BEOC-Portal/The experimental BEOC portal was constructedNey
Jersey Institute of Technology (NJIT) graduate shigl. The physical site of the BEOC itself was ledus
on the NJIT campus during December 12-13.

The exercise commenced with warning notices beimgred on the NC4 NJBF private channel about the
formation and movement of a major hurricane. Néixt, Eberwine of the National Weather Service gave
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three detailed situation reports during the two-dagrcise using Marratech video-conferencing predid
by Verizon. Marratech technology permitted simuttawms, real-time video/audio streaming and dialogue.
Verizon’s technicians created a private, secure BEGom on Marratech for exercise briefings and
information exchanges.

The final situation report on Day 2 detailed thepamot of Edouard’s landfall along the Jersey Shore.
Subsequent discussion among video conferees exdrtiireeimmediate priorities of local OEMs and
Departments of Health. The most pressing issuesdfanvolved:

* Implementing mass sheltering as a last resorhimgd unable to evacuate
» Re-establishing communications with affected areas

* Restoring the medical system

* Conducting damage assessments

» Ensuring good public relations

* Bringing specialized workers into disaster areaéstoration actions especially those with sorely
needed skill sets like carpenters, electriciangnplers, etc.

» Creating shared situation awareness with county@age through parallel communication
conduits

Reconstituting the supply chain was a critical Recg activity for the Private Sector. Considerthg
potential magnitude and destruction inherent iregional disaster like the one presented, New Jersey
could find itself isolated for an indeterminable@amt of time regardless of the Emergency Management
Assistance Compacts signed with neighboring statealf-sufficiency was deemed a desired end state
and the only recourse for the hardest hit courdies communities until state and Federal resounas a
mobilized and deployed. “When will aid arrive?” @ difficult question under these circumstances.
Technology does not provide the complete answeribtihe hands of experts, it fosters adaptivesieci
making through the advantage of collaboration.

The Marratech BEOC Room allowed businesses to wepieparatory measures and discuss potential
problems with designated County Office of Emergerdgnagement (OEM) and Public Health
coordinators. Atlantic, Burlington, Ocean, and Mwmuth Counties represented the New Jersey’s coastal
region. Camden, Hudson and Somerset Counties adipated but to a lesser degree because of
commitments or technological issues.

Stephen Datkowitz from New Jersey Network (NJN)dudatacasting broadcasts to send live video of
James Eberwine’s Marratech briefings to locatioith WataSecure receivers. Sites with receiverschear
Mr. Eberwine’s remarks and the comments of othatssaw the associated weather maps and slides in
real-time. Datacasting employs unused portionsi®fltv broadcast spectrum. It really serves as\af&i
channel to pass along sensitive information akd,RACES, provides additional redundancy.

While communication over datacasting is a one-vitayhbroadband features allow transmissions to reach
a large and widely dispersed audience. The affaryabf its components makes datacasting attractos
organizations with limited budgets. More importgntldatacasting ensures viability when other
telecommunications systems like the Internet suff@rload or fail entirely.
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Activation of the Business Response Network (BRM}p(//www.businessresponsenetwork.prg/as
programmed in the Master Scenario Events List (MSIBL Day 2. The BRN is a registry of private
sector assets but houses other capabilities taidacthe solicitation and preliminary cataloging of
spontaneous donations. TOPOFF 4 Looking Glasste@&outhern California Wildfires illustrated the
importance of specifying those items most in neechavay of preventing lower priority items from
clogging the logistics pipeline. The unanticipatdlection the Virtual Exercise took prevented a
comprehensive test of the BRN. Consequently, tR& Blad minimal play this time around. This fact
should not overshadow the vital function the BRIfgrans in mobilizing private sector resources, hama
and material, during crisis.

The strength, speed and breadth of Edouard wauldll likelihood, preclude the immediate dispatéh o
mutual aid from states bordering New Jersey. Evéth whe luxury of advance warning and the
assignment of a Principal Federal Officer for ereay management purposes, it would take more than
48-hours at best before the first Federal assistaatives (exercise assumption). County OEM
coordinators can begin streamlining the requisitivacess by pre-identifying potential private secto
resources the emergency management community mégiat when preparing for a disaster of magnitude.
Participants from county agencies believed thea®iBector could help meet the following shortfalls

» Utility crews for water, gas and electrical restma
 Food, ice and water

* Cots, blankets and pillows

* Beds for evacuated patients

* Large tents

* Medications, insect repellent and medical supplies

* Heavy equipment

* Light generators

» Tarps, 2X4 lumber, nails and general building mater
» Tires for ambulances, fire trucks and other emargeehicles
* Flash lights and batteries

* Work boots and socks

* Body bags

* Mental health counselors

Prior to landfall, county officials can also giveet Private Sector valuable preparatory guidance. In
conclusion, the discussions stimulated by Edouegtario highlighted the criticality of self-reliamand
self-sufficiency.

The Virtual Communications Exercise presented MamimaCounty Radio Amateur Civil Emergency
Service (RACES) with an opportunity to demonstrtiteir unique capabilities using “ham radios.”
RACES is typically employed during situations wheramal governmental communications systems
have sustained damage or when additional commimisatare required or desired. The group is
composed of volunteers who are frequently mobilil@demergencies like the recent flooding in the
Northwest and Southern California Wildfires. L&xttober, Southern California lost wireless, calrld a
Internet services in many communities due to dachagies, towers and electrical lines. RACES
operators bridged the resulting gaps in commuranaticapacity. Under the RACES mission, amateur
radio operators provide communications support reergency management entities throughout the
United States and its territories.
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When primary means of communications fail, RACES&sbackup system of choice since its use of low
frequency bands makes it a reliable means of conmation assuming the operator has a power source.
RACES operators can send voice messages, andsuyfiorting software, text transmissions and limited
packets of information over the Internet. The usan of RACES in the Virtual Exercise added anothe

alternative for linking BEOCSs to other control censt

For the Virtual Exercise, Monmouth County RACEStseBEOC situational report to USNORTHCOM
and a request for medical services to Monmouth GoBablic Health. Public Health agencies in New
Jersey have radios but USNORHTCOM received theiagon report by radio-generated E-mail. Below,
are the messages transmitted by RACES operatargydhe exercise:

NJBF BEOC Virtual Exercise Message — Private Sectdrurricane Edouard Situation Report

The damage and disruption caused by Hurricane Edsuandfall in New Jersey has seriously
impacted all economic sectors. The utilities iridus- water, gas, electricity and water
treatment — is the hardest hit. Assessment teagsomducting meticulous surveys in nine of
NJ's 21 counties. The interior parts of the skatee the best chance of being brought back on
line sooner than the littoral areas. The unpreatedeloss of homes/buildings and infrastructure
will delay restoration for weeks if not months. aia care in the affected areas cannot resume
any semblance of normal operations until utilitiese fully restored. Damaged roads,
abandoned automobiles and debris is limiting tngkactivities to about half of pre-storm
levels. Hurricane Edouard's fiscal impact willeix exceed $100 billion based on best
estimates.

NJBF BEOC Virtual Exercise Message — Simulated Reagst for Monmouth Public Health
Assistance

New Jersey Resources is requesting Monmouth Cdutic Health Department give its field
emergency repair crews who must enter impact zorsilations for tetanus and diphtheria.
Immunizations should also include cholera among itfeeulations required for emergency
services and health care workers due to an abuadainstanding water, high humidity and
swarming mosquitoes.

The virtual exercise examined the interoperabitifyseveral ICTs. In particular, NC4 alerts coukl b
datacast and read wherever computers had spedaivees, software and antennas. Datacasting
hardware has dropped in price and the lower costaftords an opportunity to field the equipmentisui

to a much larger audience. Briefings on Marratemhid also be recorded and then re-transmittedhen t
DigitalSecure system. Whereas Marratech is two-wagmunication in a designated "chat room,”
datacasting is a one-way transmission. Recipiehts datacast could then contact a BEOC directly or
possibly in the future, respond back through th@BHPortal or other “back-channels.” The example of
Fort Monmouth illustrates this point.

Fort Monmouth followed exercise events strictlyotigh the BEOC Portal and was in telephonic contact
with the BEOC at NJIT. If Edouard had been an dc@etegory 3 hurricane, the Post could have
monitored private sector developments on the Pental, in particular, the status of reporting sector
within their locale. Furthermore, CIT monitored teercise through the NJBF NC4 Private Channel due
to firewall issues with the Marratech client. Altlgh the exercise design team knew who was on
Marratech, an accounting of who logged onto NCtherBEOC Portal was lacking.
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NJIT is examining the "human and socio-technicatdes” at work during collaborative response and

recovery scenarios and analyzing available ICTmake “human and organizational interfaces” with the

BEOC architecture more efficient and effective. BIfOC Portal is in the nascent stage of design and
will become more robust with each exercise goingvéwsd. Even so, a very promising first-step was

taken.

PRELIMINARY EXERCISE FINDINGS

FINDING # 1: A Category 3 hurricane scenario became the bapkimoproviding predictive data to a
diverse audience using collaborative technolodhesjmpetus for cross-disciplinary conferencingimigir
prevention, response and recovery as well as gesstiortages the Public Sector may encounter daring
fast-moving adverse weather event. The ensuingglial between public sector and private sectorientit
produced a candid assessment of the potentialdsaad challenges planners from all sectors maytd f
under actual circumstances. The availability afickyonous communications permitted diverse sector
groups to connect and overcome geographical distand organizational barriers. Overall, there was
balanced blend of participants from the Public & @(DEMs, MCCs, and public health), Private Sector
and the Department of Defense. Finally, the vireidrcise was state-wide in execution if not regian
scope.

FINDING # 2: The methodology applied was paradigmatic in teofisow exercises are generally run.
A virtual format is free flowing and participantstdrmine their own level of play. Those who joirikd
Marratech desktop video conference SITREPS andisisans remained at their work stations or offices.
The ability to tap one or more information soursased time and obviated the need to travel to @noth
location. Conversely, firewall or IT policies preted several agencies and companies from downlgadin
and installing the Marratech client software. le finture, the troubleshooting of technology protdem
must occur prior to the next virtual exercise. dididion, a systems check is strongly advised.

FINDING # 3: The NJBF experimented with a "mash up" of systemd technologies to identify
synergies among systems rather than pursue intaduipey with individual platforms. Specifically, &wv
Jersey Network transmitted Jim Eberwine's briefingsr DigitalSecure from the NJN Trenton facility.
The ability to datacast recorded Marratech sesseqsts and upcoming experiments will test this
capability along with the redistribution of the NCKIBF Private Channel notices through DigitalSecure
Other exercise information was available through4N@e Business Response Network, Marratech
conferencing, and RACES radio operators. Furthegmdr. Chumer’'s Command and Control graduate
class built a functioning BEOC portal and postgdats and entries throughout the two-days.

FINDING #4 - New Jersey has formal mutual aid agreements thwéghsurrounding states of Delaware,
Maryland, New York, Pennsylvania, etc. During aastitophic event like the one Edouard portrayed, all
contiguous states would undoubtedly experiencelainfi not a proportional level of devastation and
paralysis. The probability of mutual aid comingrfr@a neighboring state would decrease precipitously.
Aid would eventually arrive but from states outsile Northeast region, therefore time and distavitte

in all probability, thwart a rapid response ancrexy.

FINDING #5 — The medical community faced daunting challengeder the conditions depicted in the
Edouard scenario. Rains, gusting winds and sudgs twould complicate evacuations along the shore
even before a Hurricane Warning is issued. Hospiteduma centers and residential facilities wdat

a shortage of transportation assets to move patemd the infirm inland. Treatment centers willaih
likelihood encounter shortages of medical suppdied pharmaceuticals due to disruptions in the suppl
chain. Public Health would turn to the Private t8edor assistance especially in the pre-event @has

6
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Requests for resources from medical planners thrdud OEM would include vehicles and aircraft.
Following landfall, Private Sector support can heflake damaged, Medical Coordination Centers
(MCC), hospitals and home care facilities operati@gain.

FINDING #6 — County OEMs make formal requests for resourcesh&o New Jersey Office of
Emergency Management through E-Team. State OEM phienitizes requests received and allocates
assets based on need. Remaining shortfalls anaribde up by the Private Sector. Medical Coordimati
Centers gather information and statuses from heath components for forwarding up the chain-of-
command. Conceptually at least, the BEOC shouke kannectivity to the ROIC/NJ OEM for real-time
event monitoring and pre-staging of resources tprave responsiveness and incident management
support.

FINDING #7 — Today, hurricane preparedness is a 12-month godeaPlanners and emergency
managers must contemplate not only the potentialirge of Atlantic hurricanes but the destructive
power Nor'easters can wield. Consequently, risksagimg becomes an important consideration for both
government and the Private Sector. Preparing thmigoéor major storms is very important activity
especially given the Northeast's lack of experientdn major hurricanes. Having a family emergency
plan is more imperative now than ever.

FINDNG #8 — The proposed BEOC activity theory/action redegslan is an outgrowth of both the
TOPOFF 4 Looking Glass program and December’s ®irfCommunications Exercise. Once vetted
during 2008-2009, the plan will delineate speciféchnology thrust areas underlying an array of
communication and information sharing capabilittesident within a BEOC and consistent with the
President's October 2007 information sharing divect On-going developmental and experiential
initiatives will concentrate on the eventual edsdtrhent of a virtual and physical Business Emergenc
Operations Center.

* Notifications and Alerts — NC4

0 Integration of E-team with BEOC technologies andJgElogin approval to interoperate

with the state’s E-Team platform
* Notifications and Alerts — NJN

o Further adaptation of “secure” datacasting

o Datacasting appliance development

0 Testing potential miniaturized appliances

* Notifications and Alerts — RACES (civilian) and U.8rmy Military Affiliate Radio System
(MARS)

0 The MARS program consists of licensed amateur ragerators interested in military
communications on a local, national, and intermaticbasis as an adjunct to normal
communications

0 Use and integration of ham radio technologies &arkbup communications

* Collaboration — Marratech
o Desktop video-conferencing with enhanced capadsljitii.e. integrating cell phone
communications
» Collaboration to Achieve Physical Command and Gontr Armament Research, Development
and Engineering Center (ARDEC) Emergency Operati@arser
o Utilize the new Picatinny EOC facility as a testilie develop exercise simulations and
access technologies
o Develop and “stand up” a physical BEOC at NJIT
Collaborative Mobile Command and Control — Monmouttiversity’s Rapid Response Center
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o0 Mobile command and control technology integratigthwleveloping BEOC constructs
* Incident Management Support — Business Resourcedde{BRN) Database
o Facilitate resource inventory control and resositaing functions
* Total Integration — BEOC Portal
o Transition the integrative BEOC Web Portal fromlass project to “working prototype”
o Further experimentation with adaptable user inte$a

CONCLUSION: December’s virtual exercise accentuated the dasigntof information sharing and
situational awareness during a rapidly unfoldintural disaster. The technologies employed throughou
the virtual exercise underscored the fundamenéhehts necessary to build common operating pictures
and facilitate decision making. The synergy produlog experimenting with technology systems in new
and different combinations will not only increaselundancy and the availability of reliable inforiaat
sources and but offer viable technology solutiargéaching a larger, more diverse audience. M@go
cooperation among county agencies and private rsecg@nizations was aided, even if notionally, by
leveraging the special features and strengths metebork manifests.

A collaborative environment for exchanging realdinmformation emerged during the virtual exercise
which ultimately produced a notable degree of ghareiational awareness. The representation ofipubl
sector (OEMs, MCCs, Public Health), private seattd Department of Defense entities was conducive to
open information exchanges, group analysis andalootbtive problem-solving. Obtaining frank
participant feedback therefore becomes an impodiyjeictive during future exercise Hot Wash meetings
and will hopefully generate the empirical data seey to move forward with the next iterations of
BEOC activities.

-- END -
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